Server Technology, Inc. Technical Note

Installing the Sentry Power Manager (SPM) Management Pack for the Microsoft®
System Center Operations Manager (SCOM) 2007 R2

Introduction

This technical note provides a brief overview of the systems integration between SCOM, the SPM Management Pack, and
the SPM Application Program Interface (API). Also provided are the step-by-step instructions for importing the SPM
management pack and making it available through the SCOM interface.

SCOM and the SPM Management Pack

SCOM enables the reduction of data center management costs across multiple platforms with an interface that monitors
device alerts, system performance, and the health of network operations.

The Server Technology SPM management pack is an XML-based file (SPM.mp) used by SCOM as a set of filtering rules
that are specific to the SPM software product. The SPM management pack enables graphical measuring, monitoring, and
trending of network power data throughout the data center enterprise. When SPM reports critical rack-level events,
configured data in SPM is made available through SCOM to support decisions for improving data center uptime,
increasing energy efficiency, reducing operating costs, and minimizing the carbon footprint.

The SPM API

Based on industry standard SOAP and REST web interface services, SPM’s API has the capability of communicating data
center information to existing management operations systems, such as SCOM. The API allows SPM to stream data to
existing systems while still being active for configuration, control, and management of Server Technology’s Cabinet
Distribution Units (CDUS) in your network.

Supported Values
The SPM management pack supports the following values from the SPM software product:

CDhU Tower Infeed

alarms power power

power capacity used load

temperature voltage

humidity power factor
capacity used
phase current

Default Interval Values

By default, the SPM management data in SCOM is configured to update at the following specified intervals:
e Object Discovery interval is 4 hours.
e Status/Alerts (health monitoring data) interval is 1 minute.

e Plot (performance data) intervals are 5 minutes.
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Installing the SPM Management Pack on SCOM

The following step-by-step instructions make the SPM management pack available to the SCOM architecture and user
interface.

The 2-part installation process includes: (1) importing the management pack into SCOM and, (2) setting up the Run As
Profile/Run As Account to specify the unique rules and credentials of the SPM management pack under an action account
targeted for the SCOM computer.

System Requirements

Ensure the following system requirements are in place before starting the SPM management pack installation process:
Host Operating System:

e Windows 2003 or later updated to the latest Service Pack.
Microsoft's System Center Operations Manager (SCOM):

¢ Microsoft SCOM 2007 R2 or later.

e SCOM administrator-level capability.
Server Technology’s Sentry Power Manager (SPM):

e SPM versions 4.3, 5.0 or later.

e SPM API versions 4.3, 5.0, or later.

o SPM administrative-level capability.
Server Technology’s SPM Management Pack

¢ As a Microsoft System Center Alliance Partner, Server Technology has posted its SPM management pack on the
Microsoft website. Contact Server Technology’s Technical Support for instructions to access the management pack
from the Microsoft website.

< Note: The use of SCOM 2007 with the SPM management pack does not require additional software or significant
computing resources.
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Part 1 of 2: Importing the SPM Management Pack
><1 Note: Assumes SCOM 2007 R2 (or later) and SPM (versions 4.3, 5.0, or later) are already installed and configured.
1. Log into the System Center Operations Manager (SCOM) 2007 server with an administrative-level account.

2. From the Operations Console window, select the Administration tab in the left-pane.
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3. From the left-pane list, right-click Management Packs and select Import Management Packs as shown above.

The Import Management Packs dialog box (Select Management Packs step) displays:

B import Management Packs

Select Maragement Packs

—— & Add = [ Fropertes ... X Remove

Nare Vesion Relet _ I

Slahue dalade

e | cwen |

P

4. Click Add, and then select Add from disk from the menu. This action loads management packs directly from disk
rather than from online catalogs.
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5. The following message popup may appear asking to search online for the latest management packs from
Microsoft. It might be good to check for management packs through Microsoft's Catalog Connection, and you may
click Yes, but in the event you don’t have an internet connection, this step will not be useful. It is recommended to
click No. Your response (whether Yes or No) will not have an affect on the rest of this SPM MP import process.

Online Catalog Connection

=8 Some of the management packs you select may have
| | dependendies that cannot be located locally.

Would you like to search the online catalog for
these dependencies?

it b Bdd = Properties ... ¥ Removn
HName: Wersion Peleare Date | Stobur EULA
Slatus cigtads ©
Thas marsagenrent pack. i neady o egesl
P
A

7. The SPM management pack (SPM MP) has now been added to the Import List. Notice that Status Details also
indicates “the management pack is ready to import.”

8. To import the SPM management pack, click Install.

9. When the management pack is imported (the Status Details change to “Imported”), click Close.

. b<1 Note: When the SPM management pack is
& Active COU Aletts imported to SCOM, you will see “SPM” displayed

—:J BDU 5'32‘;'4 in the left-pane of the SCOM Monitoring tab.
«J Diagram
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v Piot: COU Power

oe] Flot: COU Temperature
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o=] Piot: Infead Phase Cusrent
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v Piot: Tower Capaciy Used
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Part 2 of 2: Setting Up a Run As Profile Account

10. From the Operations Console window, select the Administration tab in the left-pane.

11. From the left-pane list, select the Profiles option (in the Run As Configuration category).
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12. The Profiles list displays as shown above. From the Profiles list, right-click SPM Login and select Properties.

The Run As Profile Wizard (Run As Accounts step) starts:

Adel Run A5 accounts

Add & Run As accourt 1o thes Fun As prolis anis can be el claiies
pougs, ox chpcts
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13. Select the Run as Accounts step of the wizard on the left.

14. Click Add.
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The Add a Run As Account dialog box displays:

¢4 Add a Run As Account |_ O] x]
Select a Run As account to add to this profile. Choose an account that has privileges that are
sufficient to monitor the objects that pou specify.
Bun &z account:
5
Thiz Run Az Account will be used to manage the following objects:
% &l targeted objects
" A selected class, group, or object:
Select
More about how to select and use Run s accounts
WK | LCancel

4

>< Note: To continue creating a new account, proceed to step 15. If you already have an account, skip to step
28. If you already have an account, it will be displayed in the Run As Account drop-down list in the dialog box

shown above.

15. Click New.

The Create Run As Account Wizard dialog box (General Properties step) displays:

Introduction

General Properties specify the Run As account’s general properties
Credentials

Select the Run s accounk type, and then provide & display neme and description.
Distibution S ecuity

Completion Run As dccount type:

simple Authertication -

Display name:
IEPM User|

Description (optional:

e

<E|awnus| Nty | Cieas | Cancel

4

16. From the Run As Account Type drop-down list, select Simple Authentication.

17. Type a display nhame, such as “SPM User” shown above.

18. (Optional) Type a description for the account.

19. Click Next.
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20.

21.

22.

23.

The Create Run as Account Wizard dialog box (Credentials step) displays:

4 Create Run As Account Wizard

Introduction

General Froperties simple Run As Account

Credentials
Pravide credertials far this Simple account type,
Distibution Seeurity
Account name:

Carnpletion vigw_User@10,1.2,154

Passpords

Capfirm password:

<E|Ev\uus| Net> | Ciee | Cancel |

4

Type the account name in the format of username@ipaddress, where username is a specific user already
configured in SPM, and ipaddress is the IP address of SPM.

>< Note: If the user is not an SPM administrator-level account, make sure SPM administrator-level capabilities
are configured for this user’s account.

Provide the password as an MD5 checksum.
For example, if the password admn, the MD5 checksum is 854f36¢709b662f53c00ea2c11a40f7a.
Copy the password from your MD5 checksum utility and past it into the Password field.

>< Note: Server Technology’s Technical Support can provide a utility for you that calculates MD5 checksums, or
you may use the checksum calculator of your choice.

Copy the MD5 checksum password from the checksum utility and paste it in the Confirm field.

Click Next.

The Create As Account Wizard (Distribution Security step) dialog box displays:

[=]
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24. Select the More Secure option. This option is recommended because it offers higher security by allowing you to
manually select a computer that will receive distributed credentials.

25. Click Create.

The Run As Profile Wizard (Completion step) dialog box displays:

&

General Properties
Credentials
Digtribution 5ecuriby

Completion

Y

ore about Run &3 profiles

4 Create Run As Account Wizard [ %]

Wizard completed successfully
You have successfully created this Run Az account.

[N ‘T'ou must now aszociate this Aun A account with an appropriate Run As profile.
You cah edit an existing profile or create a new one

flest | Close I

Carizel |

4

< Preyious

26. Click Close. The Run As Profile Wizard is now successfully completed.

Existing account instructions —continued from step 14 above ...

The Add a Run As Account Wizard dialog box displays:

§4& Add a Run As Account

sufficient to monitor the objects that you specily

Bun &z account:

This Run Az Account will be used to manage the following objects:
¢ All targeted objects

A gelected class, gioup, or object:

Select a Fun As account to add to this profile. Choose an account that has privileges that are

More about how to select and use Run As accounts

[H[=] E3
Hew.
Select... |
Coca_|
4

27. Select the account from the Run As Account drop-down list, such as SPM_Connect is shown above.

28. Make sure the option All Targeted Objects is selected.

29. Click OK.

Sales/Support (775) 284-2000 « Fax: (775) 284-2065 « E-mail: sales@servertech.com « World Wide Web: www.servertech.com

303-9999-17 Rev. A (053111)

© 2011 Server Technology, Inc. All rights reserved.
SPECIFICATIONS SUBJECT TO CHANGE WITHOUT NOTICE

8 OF 11



Server Technology, Inc. Technical Note

The Run As Profile Wizard dialog box (Run As Accounts step) displays:

g4 Run As Profile Wizard

Run As Accounts
General Properties
Fun As Accounts Add Run As accounts
Cormpletion
Add a Run &g account to this Aun As profils. Additional Run &5 accounts can be added to manage specific classes,
groups, o ohjects.
Fiun &g accounts: e add.. /Edit.. 3 Remave
Account Mame | Azsociation | Used Far I Class | Path |
(L] 5PM_Connect Class Al targeted objects Entity

<Eravious| THeqt > | Save | Cancel |

4

30. Notice the SPM_Connect account name listed. Select it and click Save.

The Run As Profile Wizard dialog box (Completion step) displays:

4. Fuuan s Profibe Wizard

wizard completed successfully

Condartisls bom lessoncus Run A sccounts we dirbuted stomatcaly  Ciadentials hom mose-oecune Fun
i sccounts s e dititated marsly

e o mare obiects sebected in Hhis profle may not be monkored i Fun As ciedertals e not durbuted 1o
the scecpisne sgents & managendnt tervers. Chck & Fun As scecunt 1o update it ditibuicn.

More secues Fun As scoounts:
" SFM Uper

More sbout Fun As account divimbution

31. Click Close.
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The Run As Account Properties for the SPM User dialog box (Distribution tab) displays:

§4 Run As Account Properties - SPM User

Distribution

CompLters

A account credentials.

distributed

Selected computers:

" General F‘roperllesl Credentials  Distribution I

€ Less secure - | want the credentials to be distibuted automatically to all managed

Caution: Administrators of all recipient computers will be able to access the Run

¢ tore secure - | want to manually select the computers to which the credentials will be

Name

‘where i this credential used?

I:ﬂi.qu”. | X Remove
Add. .. I
,TI Cancel | Anply I
Z

32. The More Secure option should be selected.

33. Click Add.

The Computer Search dialog box displays:

Computer Search

Dption,

To add computers, search for available computers and then add them to the selected computers list,

Available tems

Name

Selected objects

Zedd Bemove

Name

oK LCancel

34. Click Search.
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The Computer Search dialog box redisplays to show all the computers that SCOM manages. Select the SCOM

management server.

Computer Search HE
To add compulters, search for available computers and then add them to the selected computers list.
DOption:
I Search by computer name [Default) j
Filter by: [Optional]
Auailable items
Hame
a STI-SPMO1.reno.servertech.com
Add R
Selected objects — fenmie
QK | Cancel
4

35. Click Add
36. Click OK. Then click OK again.

37. Click Close.

0< Note: The Run As Profile process is now successfully completed. You may need to wait up to ten minutes for

monitoring to start.

Contents of the SPM Management Pack (Monitoring tab)

Monitoring

3| Discovered Inventory
3] Distibuted Apphcstions
12| Evr iowe Console.
o Tatk Status

i) UrisLinux Servers
2] Windows Comguters

3 Metwork Device

[8 Windows Servios And Proosss Moritoring
%] Plot CDU Power

o] Plot: COU Tempetature

we] Plot: Infeed Capacity Used

2] Pict: Infeed Load

5] Plot: Infeed Phase Cusrent

»e] Plot: Infeed Power

o e e %] Plot: Infeed Power Factor

Hew View »

»e] Plot: Infeed Vollage
2] Piot: Tower Capacty Used

é Plot: Tower Power
- b i i

% Sl
|4 Active COU Alets . . .
= [ management pack objects listed in the SPM folder, as shown
E53 Flot CDU Huridiy P e i i T i ah S . m—
B e e e T Gpeaions Mansgs
5} Plot: Infeed Capaciy Used
1] Piok Infeed Load = &5 SPM
B ot e Al Active CDU Alents
1] Piok Infeed Power Factor .
123 ot Infeed Vohage HY | COU States
1] Piot: Tower Capacty Used r
g T g Diegam SPM
@ 0 Mebenkaion e Piot: COU Humidity

The Monitoring tab allows the viewing of the SPM management pack on the SCOM Operations

e i S The contents of only one SPM application can be viewed at a time. From the SCOM Operations
2 G e o Console, click the Monitoring tab in the left-pane and view the imported and installed SPM
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